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PART 1 — GENERIC PRIVACY NOTICE

Durham University has a responsibility under data protection legislation to provide individuals
with information about how we process their personal data. We do this in a number of ways,
one of which is the publication of privacy notices. Organisations variously call them a privacy
statement, a fair processing notice or a privacy policy.

To ensure that we process your personal data fairly and lawfully we are required to inform
you:

¢ Why we collect your data
o How it will be used
o Who it will be shared with

We will also explain what rights you have to control how we use your information and how to
inform us about your wishes. Durham University will make the Privacy Notice available via the
website and at the point we request personal data.

Our privacy notices comprise two parts — a generic part (ie common to all of our privacy
notices) and a part tailored to the specific processing activity being undertaken.

Data Controller

The Data Controller is Durham University. If you would like more information about how the
University uses your personal data, please see the University’s Information Governance
webpages or contact Information Governance Unit:

Telephone: (0191 33) 46246 or 46103

E-mail: information.governance@durham.ac.uk

Information Governance Unit also coordinate response to individuals asserting their rights
under the legislation. Please contact the Unit in the first instance.

Data Protection Officer

The Data Protection Officer is responsible for advising the University on compliance with Data
Protection legislation and monitoring its performance against it. If you have any concerns
regarding the way in which the University is processing your personal data, please contact the
Data Protection Officer:

Jennifer Sewel

University Secretary

Telephone: (0191 33) 46144

E-mail: university.secretary@durham.ac.uk
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Your rights in relation to your personal data

Privacy notices and/or consent

You have the right to be provided with information about how and why we process your
personal data. Where you have the choice to determine how your personal data will be used,
we will ask you for consent. Where you do not have a choice (for example, where we have a
legal obligation to process the personal data), we will provide you with a privacy notice. A
privacy notice is a verbal or written statement that explains how we use personal data.

Whenever you give your consent for the processing of your personal data, you receive the
right to withdraw that consent at any time. Where withdrawal of consent will have an impact
on the services we are able to provide, this will be explained to you, so that you can determine
whether it is the right decision for you.

Accessing your personal data

You have the right to be told whether we are processing your personal data and, if so, to be
given a copy of it. This is known as the right of subject access. You can find out more about
this right on the University’s Subject Access Requests webpage.

Right to rectification
If you believe that personal data we hold about you is inaccurate, please contact us and we
will investigate. You can also request that we complete any incomplete data.

Once we have determined what we are going to do, we will contact you to let you know.

Right to erasure
You can ask us to erase your personal data in any of the following circumstances:

¢ We no longer need the personal data for the purpose it was originally collected

e You withdraw your consent and there is no other legal basis for the processing

e You object to the processing and there are no overriding legitimate grounds for the
processing

e The personal data have been unlawfully processed

e The personal data have to be erased for compliance with a legal obligation
The personal data have been collected in relation to the offer of information society
services (information society services are online services such as banking or social
media sites).

Once we have determined whether we will erase the personal data, we will contact you to let
you know.

Right to restriction of processing
You can ask us to restrict the processing of your personal data in the following circumstances:

e You believe that the data is inaccurate and you want us to restrict processing until we
determine whether it is indeed inaccurate

¢ The processing is unlawful and you want us to restrict processing rather than erase it

o \We no longer need the data for the purpose we originally collected it but you need it in
order to establish, exercise or defend a legal claim and

¢ You have objected to the processing and you want us to restrict processing until we
determine whether our legitimate interests in processing the data override your
objection.
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Once we have determined how we propose to restrict processing of the data, we will contact
you to discuss and, where possible, agree this with you.

Retention

The University keeps personal data for as long as it is needed for the purpose for which it was
originally collected. Most of these time periods are set out in the University Records Retention
Schedule.

Making a complaint

If you are unsatisfied with the way in which we process your personal data, we ask that you
let us know so that we can try and put things right. If we are not able to resolve issues to your
satisfaction, you can refer the matter to the Information Commissioner’s Office (ICO). The ICO
can be contacted at:

Information Commissioner's Office Wycliffe House Water Lane Wilmslow Cheshire SK9 5AF
Telephone: 0303 123 1113

Website: Information Commissioner’s Office

PART 2 — TAILORED PRIVACY NOTICE

This section of the Privacy Notice provides you with the privacy information that you need to
know before you provide personal data to Durham University for the particular purpose(s)
stated below.

Project Title:
Evaluation of the Levelling Up: Aspire Higher programme. This privacy notice covers the
evaluation research for the Levelling Up: Aspire Higher programme.

Type(s) of personal data collected and held by the Levelling Up: Aspire Higher
programme teams and evaluation research team and method of collection:

For both the delivery of the Levelling Up: Aspire Higher programme and the evaluation
research, personal data will be collected through surveys and registers of programme delivery
(collected by the programme delivery teams). The evaluation research will also collect data
through focus groups and observation of training, tutoring and mentoring sessions. Personal
data collected will include your: name; email address; the university you are associated with;
the gender you identify as; your degree course and future plans (if you are a student); your
occupation, department and role (if you are a member of staff); whether you identify as being
from a background which is under-represented in your subject at university; previous
experience of tutoring or mentoring; why you applied to be a tutor or mentor on the programme.
We will also seek your perceptions and experiences relating to the Levelling Up: Aspire Higher
programme.

Audio and video data may be collected by the evaluation research in focus groups, interviews
and observation of sessions.
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Lawful Basis

Under data protection legislation, we need to tell you the lawful basis we are relying on to
process your data. The lawful basis we are relying on is public task Article6(1)(e): the
processing is necessary for an activity being carried out as part of the University’s public task,
which is defined as teaching, learning and research.

For further information see
https://durham.ac.uk/research.innovation/governance/ethics/governance/dp/legalbasis/

How personal data is stored:

All personal data related to the evaluation will be held securely and strictly confidential to the
Evaluation research teams. All personal data in electronic form will be stored on a password
protected devices approved by Durham University or on services or software approved for use
by Durham University. Any hardcopies of data will be kept in locked storage. Identifiable data
which is only for use by the Evaluation team will not be available to anyone outside the
Evaluation research teams. Audio and video data will be recorded and stored on an encrypted
device until it has been transcribed. No-one else will have access to the recording, and it will
be erased once the transcription has been completed.

How personal data is processed:

Data collected from participants collected at different timepoints across the programme will be
linked together and the data from individuals will be combined into a database for analysis
with data from the other participants across the national Levelling Up programme as well as
from their individual programme. The evaluation team will use the data collected from the
surveys, focus groups, observation of sessions, and registers of programme delivery to
conduct an evaluation of the impact of the programme for participants and to understand the
successes and challenges within the process of implementing the Levelling Up programme.
The evaluation will particularly look at whether the programme has been received differently
for different groups of participants. Audio and video recordings and transcripts will be used to
assist the analysis of focus groups, interviews and observations.

As part of the evaluation, once data has been collected from different sources it will be
combined into a central database where the data will be pseudoanonymised, with each
participant being allocated a project ID linked via a key in a separate spreadsheet. The names
of participants will be removed from the master database, with participants identifiable via their
project ID in the database.

As part of the evaluation, we are aiming to conduct a long-term evaluation of the impact of the
Levelling Up programme, therefore, all research data and records needed to validate the
research findings will be stored for 10 years after the end of data collection.

Withdrawal of data

You can request withdrawal of your data at any time up until you have completed your time as
part of the Levelling Up: Aspire Higher programme, at which time the data will be analysed
and published. Once the research has been published, is it necessary to retain all the data on
which the publication was based in order to be able to validate the research and so it would
not be possible to remove your data from then onwards.
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Who personal data will be shared with

No personal data collected as part of the evaluation research through surveys, focus groups
and observation of training, tutoring and mentoring sessions will be shared outside of the
evaluation team. ldentifiable data may be shared with services and software approved by
Durham University (e.g. transcription services and online survey software).

Online Platforms

When taking in part in online activities via platforms, including but not limited to Microsoft
Teams, we may heed to add details such as your name and email address to those platforms,
and therefore sharing that data with the provider(s) of that platform, in order to give you access.
Users of any such platform are responsible for ensuring they have read, understood, and
agree to the privacy policies and any other terms or conditions of use associated with those
platforms. In any such instance, it is likely that users of those platforms will need to register
for an account with the platform directly. Users will be responsible for their own data and
security insofar as that account is concerned. However, please note that some of your
personal details, such as your name and email address, may be visible to other users with
access to the same “team”, “channel’, or “area” of the platform, including fellow student
participants, tutors, and mentors.

No identifiable data will be transferred outside the UK/EU.

Please be aware that if you disclose information which indicates the potential for serious and
immediate harm to yourself or others, the research team may be obliged to breach
confidentiality and report this to relevant authorities. This includes disclosure of child
protection offences such as the physical or sexual abuse of minors, the physical abuse of
vulnerable adults, money laundering, or other crimes covered by prevention of terrorism
legislation. Where you disclose behaviour (by yourself or others) that is potentially illegal but
does not present serious and immediate danger to others, the Levelling Up programme or
researcher will, where appropriate, signpost you to relevant services, but the information you
provide will be kept confidential (unless you explicitly request otherwise).

How long personal data is held by the researcher:

We will hold identifiable data for up to ten years after the end of your time on the programme,
after which time it will be anonymised and may be stored for continued research in anonymised
form.

How to object to the processing of your personal data for this project:

If you have any concerns regarding the processing of your personal data, or you wish to
withdraw your data from the Levelling Up programme you or the evaluation please contact
levelling.up@durham.ac.uk.

Further information:
For further information please contact the Levelling Up: Aspire Higher programme team and
evaluation team on levelling.up@durham.ac.uk

Evaluation research lead
Evaluation Lead: Dr Helen Cramman
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